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e Modularity:

e Low-level C

e Inline contracts:
e Tool integration:
e Application:
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FEATURES:

Verified programs never go wrong (i.e., violate their specification)

Operating systems stopped being single-threaded 20 years ago
Functions and data structures as natural abstraction boundaries
Bit fields, unions, machine arithmetic, lock-free algorithmes, ...
Specifications live and evolve along their code

Plug into existing Microsoft developer tools

Used to verify Microsoft Hyper-V's (virtualization) kernel
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VERIFICATION CONDITION-BASED VERIFICATION WITH BOOGIE AND Z3:

#tinclude <vcc2.h>

typedef struct BITMAP {
UINT32 Size; // Number
PUINT32 Buffer; // Memory

// private invariants
invariant(Size > 0 && Size
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DATA STRUCTURE INVARIANTS:

w BitMapDemo - Microsoft Visual Studio

Il FEile Edit View Project Build Debug Tools Test Apalyze Window Verify Help
G- E- S @ %GB - @ -5 b Debug - Win32 N H=%
Intrinsics.h | limits.h| Spec.h | BitMap.c” BitMap.h
| G _BITMAP //
I =typedef struct BITMAP {
UINT32 Size; // Number of bits in bit map
PUINT32 Buffer; // Memory to store the bit map

// private invariants
invariant(Size > 0 && Size <z (UINT32)INT_ MAX)
invariant(Size % 32 ==

invarianE(BuFFer ' y(Buffer, Size / 32))

spec(bool BM[UINT32];)
invariant(forall(UINT32 i;

i < Size ==> BM[i] == ToBm32(Buffer[i/32])[i%32]))
?} BITMAP, *PBITMAP;
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FUNCTION CONTRACTS WITH PRE— AND POSTCONDITIONS:

FU} BitMapDemao - Microsoft Visual Studio - E@gw
Il File Edit View DProject Build Debug Tools Test Analyze Window Verify Help
- e @ #5295 | b Debug - Win32 - @ IR T A |EE=S 2 ODH0E EEEE
Intrinsics.h) limits.hl Spech] BitMap.” BitMap-h* | -~ x ||
l (Global Scope) - -
| VOID .
ClearBit (

PBITMAP BitMap,

UINT32 BitNumber

)
writes(BitMap)
maintains(wrapped(BitMap))
requires(BitNumber < BitMap->Size)
ensures(BitMap->BM[BitNumber] == false)
ensures(forall(UINT32 i; BitMap->BM[i] ==

(i == BitNumber ? false : old(BitMap->BM[i]))))

ensures(unchanged(BitMap->Size)) "“N\\\\\\‘

;
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SPECIFICATION CODE TO (RE-)ESTABLISH INVARIANTS:

[ BitMapDemo - Microsoft Visual Studio G
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State of-the-art automatic SMT Solver
SMT (Satisfiability Modulo Theories):

e Integer and fixed-length bitvector arithmetic

e Arrays, algebraic data types

Microsoft Research (L. de Moura, N. Bjgrner)
V Q ® E.g., also used by MSR’s Pex tool

PBITMAP BitMap,
UINT32 BitNumber
= )

{
expose(BitMap) {

- expose(BitMap->BufferObj) {

__bittestandreset(BitMap->Buffer, BitNumber);

speconly(BitMap->BM =
lambda(UINT32 i; true; i =

BitNumber ? false : BitMap—)BM[i]);)=

Verfy function 'ClearBit’

m
INTEGRATED ERROR REPORTING AND ANALYSIS: | & veriyfie BitMapc
v

Custom verify file 'BitMap.c'

Maore VCC Commands 3

Call Browser b
expose(BitMap) { ‘A | Go To Definition
expose(BitMap->BufferObj) { *=| Go To Declaration
|__bittestandset|(BitMap->Buffer, BitNumber); Find All References

speconly(BitMap->BM =
lambda(UINT32 i; true; i

BitNumber ?: BitMap->BM[i]);)

JF'u:us.t condition 'BitMap->EM[BEtMNumber] == ({boeol)0)’ did not *.rerif}r.|
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‘ ,_:,L‘ Show 73 error model

BitMap ¢ (53:21) : State $s@5, Timestamp 6064 ~ || BitMap->BM[134911]
S v BitMap : _BITMAP Line State Value
: ; S E“t-:;tdl-l: BitMap .c (46:1) 23 true
| % BitMap-Size = 201344  uint32. ¢ HtMap.c 03:21)  Ss@0 true
P % BitMap->Buffar]] BitMap .c (54:21) Ss@ true
! - = BitMap->BM : Smap_t[uint32_t —> bool_{] ntinsicsh (%6:3)  $s@2 true
: g 134911 —>true BitMap .c (26:43) S=@3 true
| -{} BitMap-=Sowns : ptrset_t BitMap .c (34:21) Ss@4 true
- =] Field Addresses BitMap .c (53:21) S=i@h true
s =] Functions
- _Destingtion#1 : uint32_t (Aliases: BitMap->Buffer)
------ d%l BitNumber = 134911 - uint32 t |




